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1. Describe the frequency and importance of diagnostic 
errors   

2. Define diagnostic errors, and using a Venn diagram 
model differentiate diagnostic process errors, 
mis/wrong diagnosis, and adverse outcomes.  

3. List at least 3 approaches to minimizing and 
preventing diagnostic errors.

4. Explain concept of “diagnostic pitfalls” and give a  
clinical example illustrating use in alerting to errors

Learning Objectives 



Big picture concepts 
Give a person a fish – eat for a day; teach to fish, eat for a lifetime 

Practical Approaches and Tips 
Ways you can improve diagnosis in your own practice 

Prepare for Board Questions 
Frankly don’t know what now asking; but…asked AI!!

Taste of state-of-the-art stuff  

Help make diagnosis fun, welcome again 

 Enjoyable not threatening; Co-produce w/ patients

Become more comfortable with uncertainty  



Outline 

• Background on Diagnostic Errors 

– Data from local, national studies 

– Controversies 

• Key Concepts and Tools  

• Approaching Diagnosis as a System 

– 8 Recommendations from NAM Report 

– 5 Practical Practice Suggestions  

– 3 Key Questions to Ask  



Just Published 

Chapter 10 

Diagnosis: Reducing Errors 

and Improving Quality



Three Quotes:

 

Systems Perspective 



Genius diagnosticians make great stories, 

but they don't make great health care.   

The idea is to make accuracy reliable, 

not heroic

Don Berwick 

Boston Globe 7/14/2002
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Safer practice can only come about 

from acknowledging the potential for 

error and building in error reduction 

strategies at each stage of clinical 

practice

Error in medicine. JAMA. 1994;272:1851

Lucian Leape
Father of Patient Safety 

   



Operator error is a symptom not a cause of an error

 

Human error is a symptom of a system 

that needs to be redesigned.

Safety is a system property

Dr. Nancy Leveson, Professor of Aeronautics and Astronautics Engineering Systems at MIT 

https://www.youtube.com/watch?v=8bzWvII9OD4&list=PLmo9Xl8PKe5vz1CBNcJIzk1lvQK7Fjf7s

  

Dr. Nancy Leveson

https://www.youtube.com/watch?v=8bzWvII9OD4&list=PLmo9Xl8PKe5vz1CBNcJIzk1lvQK7Fjf7s






What went wrong:  DEER Taxonomy Localization 
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41% Personally Experienced or Knew 
Someone with Medial Error

IHI/NPSF  2017 

Survey  



Misdiagnosis 
Leading 

Type of Error
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Selection: Closed PL claims from 2013-2017, N=3466 with a Diagnosis-Related allegation an identified Risk Management issue 

Footnote:  A claim can have more than 1 Risk Management issue.
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Selection: Closed PL claims from 2013-2017, N=1840 with a Diagnosis-Related allegation and a Clinical Judgment 

                  Risk Management issue

21%
Narrow 

Diagnostic 

Focus

19%
Inadequate / 

Inappropriate 

Testing

17%
Misinterpretation 

of Diagnostic 

Studies

10%
Failure to 

Adequately 

Assess 

Patient’s 

Condition

Clinical Judgment – Percentage of Claims

8%
Failure to 

Obtain 

Specialty 

Consult or 

Referral



Top 10 Cognitive Biases 



Schiff, Chapter 9  Harrisons Textbook of Medicine  (2022)       Crosskerry ,The Cognitive Autopsy 

Top 10 Cognitive Biases 



IOM Report 

September 

2015 





Improvement Ideas 



IOM Report 

September 

2015 



8 IOM Goals to Improve Diagnosis and 
Reduce Diagnostic Error

GOAL 1 Facilitate more effective teamwork in the diagnostic process among 

health care professionals, patients, and their families 

GOAL 2 Enhance health care professional education and training in the 

diagnostic process

GOAL 3 Ensure that health information technologies support patients and 

health care professionals in the diagnostic process 

GOAL 4 Develop and deploy approaches to identify, learn from, and reduce 

diagnostic errors and near misses in clinical practice 



8 IOM Goals to Improve Diagnosis and 
Reduce Diagnostic Error

GOAL 5 Establish a work system and culture that supports the diagnostic 

process and improvements in diagnostic performance 

GOAL 6 Develop a reporting environment and medical liability system that 

facilitates improved diagnosis through learning from diagnostic errors 

and near misses 

GOAL 7 Design a payment and care delivery environment that supports the 

diagnostic process  

GOAL 8 Provide dedicated funding for research on the diagnostic process and 

diagnostic errors



5 Practical Suggestions 

• Create, cultivate, a culture of diagnosis safety

• Collect, learn from, share, anticipate dx errors

– PRIDE Network ~ M&M Case Sharing

– Become an expert on diagnostic pitfalls 

• Ensure closed loop follow-up/feedback systems

– Close the loop on tests, symptoms, and…misses

• Leverage health IT, clinical documentation 

– To overcome negatives, build on positive potential 

• Engage patients to help co-produce better dx 



1. Culture of Diagnostic Safety & Improvement
 

1. Driving out fear so no one afraid to ask questions, 
question a diagnosis,  share when things go wrong
– Dealing w/ adverse events replacing blame & fear, w/ learning & improvement

– Freely share cases with colleagues building interest, avoiding defensiveness

2. Organization-wide commitment to improving diagnosis, 
learning from diagnosis delays, diagnostic process errors
– Leadership/organizational recognition that misdiagnosis is the 

#1 top cause of patient-reported errors 

– Aggressive reporting, appreciative investigation, of adverse events 

– Relentless curiosity/worry/conferencing: what is wrong with patient; what 
might be missing,  what can go wrong in system?

– Obsession w/ details of dx process: what can go wrong, limitations of tests

Schiff JGIM 2018 



Culture of Diagnostic Safety & Improvement
 

3. Recognition uncertainty inherent in diagnoses, tests, illness 
presentation and evolution; anticipation of common pitfalls
– Situational awareness local, disease specific, literature reported 

vulnerabilities/pitfalls. 

– Communication of uncertainties to patient, , families, in notes 

– Reliable, proactive, follow-up safety nets & feedback systems to detect and protect 

– Conservative approaches to testing, imaging 
• Enabled by shared decision-making and reliable follow-up 

4. Respect human limitations, need for cognitive, process support
– Decreased reliance on human memory, minimizing negative effects of stress, 

fatigue, fear,  recognizing limited ability to truly  multitask. 

– Redesign EMRs & communication systems to support cognition, collaborative 
diagnosis, and follow-up 

5. Enhanced role for patient in co-producing diagnosis
– Working collaboratively to formulate history, diagnosis, monitor course, 

raise and research questions



INSTRUMENTS 
TO MEASURE 





New AHRQ Tool



New AHRQ Tool



New AHRQ Tool 





2. Learn from Anticipate
and Share Errors

Diagnostic Pitfalls 



Diagnostic Risk 
Situational Awareness

• Specialized type of situational awareness

• High reliability organizations/theory
– High worry anticipation of what can go wrong

– Preoccupied w/ risks recognizing/preventing

• Appreciation diagnosis uncertainty, limitations
– Limitations of tests, systems’ vulnerabilities

– Knowing when “over head” need for help

• Making failures visible

• Don’t miss diagnoses, red flag symptoms

• Diagnostic pitfalls – potentially useful construct

41



What is a Diagnostic Pitfall?

                       

Clinical situations where 
patterns of, or vulnerabilities 
to errors leading to missed, 
delayed or wrong diagnosis

http://www.google.com/url?url=http://www.smartprinting.co/3d-printing-news/about-to-launch-a-3d-printeravoid-these-pitfalls/&rct=j&frm=1&q=&esrc=s&sa=U&ei=k0nWVMDhCLeNsQT9u4CwCQ&ved=0CBYQ9QEwAA&sig2=fm72T8XE59aKEsp2Q8zw6A&usg=AFQjCNH2SndlLMw9Oet2xJAXEA3-how3iQ






JAMA Open  2022







65% 

34% 

15% 

28% day 1 of sx  







Examples of 
50 Disease-Specific 

Pitfalls 



1. False negative COVID test results (PCR, home antigen) - depending on timing, 
technique.

2. COVID with no symptoms- pooled data shows 40% of patients are 
asymptomatic

3. Atypical presentations: patients presenting with ocular, cutaneous, delirium, 
thrombosis, hepatic

4. Deceptive Initial stability; later onset severe illness, unstable with cytokine 
storm 

5. Confusion, complexity with AMI, PE - both as a competing diagnosis as well as 
a complication

A1. COVID Diagnosis Pitfalls 



6. Delays in presentation, due to patient reluctance to come in for fear of 
exposure to COVID. 

7. Missing physical exam (for fear of coming in; tele-visits) findings. 

8. False positive antibody, PCR tests-which can be consequential (i.e. lead to 
assume safe to be exposed)

9. Influenza, RSV misdiagnosed as COVID 

10. False + mammogram after vaccination
 (false positive lymphadenopathy in 1st week after mRNA vaccine 1st dose 10.2% vs. 4.8 
placebo patients; 2nd dose 14.2% vs. 3.9 placebo recipients).

A2. Non-COVID Diagnoses COVID Related Pitfalls 



11. False negative mammogram  breast lump on exam mammogram ordered  
negative, falsely reassure patient

12. Ordering or doing screening, rather than diagnostic mammogram in a patient 
with a palpable breast lump (related to #11 above

13. Failure to suspect and diagnose in younger patients (9% of breast cancer in 
US in patients <45, despite this being cut-off age for initiating screening) 

14. Failure to obtain, or update, family history.   Neg 1st visit to MD, but next year 
1st degree relative diagnosed

15. Erroneous alternate diagnoses in patients with presenting with as yet undiagnosed 
breast cancer. Incorrectly attributing symptoms to mastitis, fibrocystic disease. 

16. Failure to appreciate false negative MMG screen mammography risk dense 
breasts, as well as recognize the ~2x risk dense breasts confer on patients. 

B1. Cancer  - Breast  



17. Attributing rectal bleeding to hemorrhoids

18. Failure to repeat colonoscopy done i< 2 years prior, but continuing symptoms 
further time elapsing (i.e. now is 3 years)  

19. Failure to obtain or update family history – initially negative but in next year 
1st degree relative diagnosed but failure to capture/update family history risk. 

20. Anemia (from LGI bleeding due to colon cancer) attributed to heavy menses 

21. Distracting UGI lesion (e.g., gastritis) leading to search satisficing for source of 
+ stool guaiac test/anemia. 

B2. Cancer  --Colorectal 



22. Universal delayed return of Pathology report – overlooked because 
disconnected from colonoscopy report with failure to incorporate 
recommendations/timeframe . 

23. False negative colonoscopy due to poor/inadequate prep (often with failure 
to carry out recommendations for more timely repeating of the test) 

24. Pts declining colonoscopy- but with failure to revisit shared decision-making 
in subsequent visits or offer alternative screening

25. Deferring colonoscopy (at times indefinitely) in patients with competing 
medical issues. Can be at times appropriate (terminal lung cancer)

B2. Cancer  --Colorectal 



26. Failure to appreciate that echocardiogram findings are dynamic and reader dependent

26. Leg swelling, then ultrasound finding chronic DVT, misinterpreted as acute DVT (with 
erroneous starting of urgent anticoagulation)

27. Underlying dysautonomia failure to consider and test being dismissed as chronic 
fatigue, anxiety, lightheadedness, and/or palpitations, esp in younger pts

28. Cellulitis misdiagnosed in patients with stasis dermatitis who have red and swollen legs 
(often bilaterally, and chronically). 

29. Labeling patients w/  PE as having heart failure, acute, coronary syndrome, syncope.  

30. Misdiagnosing acute aortic dissection as acute MI (with grave potential consequences 
from erroneously anticoagulating in type A aortic dissection  

31. PSVT- misdiagnosing patients, especially female patients, as having anxiety, or panic 
attacks

C.  Cardiology 



32. Contaminated urine  misinterpreted as UTI (multiple organisms), or related 
problem of overlooking true UTI organism because “contaminated” specimen 
dismissed

33. Too much consideration to Lyme disease, without considering other tick-
borne illness like babesia.

34. New back pain, with anemia, failure to consider and dx spinal epidural 
abscess

35. Misinterpreting test characteristics based on disease stage (Covid, Lyme, 
syphilis, HIV) w/ (e.g., HIV) negative window for up to 90 days after exposure 

36. False +HIV test, esp in lower resourced countries, (rates 5% or higher) due to 
over-interpretation of weakly + or cross reactivity due to HLA class II antigens 

D. Infectious Diseases 



37. Interferon-Gamma Release Assays (IGRAs), TB test TB: false negatives deu to 
errors collecting and transporting (must be processed 8-30 hours after collection 
while WBCs still viable); limited data on ability to predict clinical TB. 

38. Absence or masking (by antipyretics) of fever erroneously interpreted as 
ruling-out infection . Failure to appreciate tachycardia as red flag for infection. 

39. False negative blood cultures, (e.g., in endocarditis or sepsis) especially in pts 
partially treated with antibiotics. 

40. Failure to note elevated eosinophil count (absolute or % on differential) in pts 
from country endemic for Strongyloides (particularly dangerous for pts given 
steroids, other immune suppressive Rx) 
41. Missing necrotizing fasciitis in pts w/ rapidly progressive skin infections, esp 
w/ risks (diabetes, steroids)  Often initially indistinguishable from benign soft 
tissue infections; failure to recognize key clues e.g. bullae and crepitus.

D. Infectious Diseases 



42. Falsely reassuring normal PSA level in pts on finasteride or prostatectomy--
level is reduced by 50% w/ finasteride (thus should double result). 
 Likewise, any detectable PSA after a prostatectomy is abnormal. 

43. Falsely elevated PSA levels in pts with very enlarged prostate (BPH) 
 PSA density issues).  

44. Hydroureter/obstructive uropathy presenting silently. Progressive renal 
damage before obstruction is clinically evident, suspected, or ↑Cr noted.  

45. Failure to note significant change-delta in PSA levels when the rising PSA is 
still withing the normal (i.e., < 4) range. 

E. Urology 



46. Endometriosis dismissed as “normal“ menstrual pain ( despite severe disabling 
periods) or dyspareunia or IBD.  Failure to refer for definitive diagnostic test (laparoscopy) 
even when  suspected. 

47.  Bipolar misdiagnosed as depression (major depression disorder); or at rarer times 
other psychiatric diagnoses.  

48. Failure to consider carbon monoxide toxicity due to  non-specific vague sx (e.g.  
headache, dizziness, nausea, weakness, malaise, fatigue). Confused w/ flu since both seen 
winter months. 

49. Foot pain due to a spinal lesion or spinal stenosis (not recognizing that pain originating 
way above the location of the pain). 

50.  Failure to consider drug etiology (many many drugs and clinical symptoms).

51. False negative ESR in temporal arteritis (sensitivity only 82-87%).  Or even false 
negative temporal artery biopsy (reported rate false negative ~7%)  

F. Miscellaneous 



What if We Had a New Section for Each 

Disease in Harrison’s or Up-to-Date?

• Definition 

• Epidemiology 

• Pathophysiology 

• Diagnosis 

– Clinical Features  

– Differential Diagnosis 

– Testing

– Diagnostic Pitfalls 

• Management/Treatment

• Prognosis 

• Prevention 



How about Alt-P

Info-button to display 
Context-aware Pitfalls? 



Diagnostic Situational Awareness Model 

Olson, Linzer, Schiff   Measuring and Improving Diagnostic Safety in Primary Care JGIM 2021 



Don’t Miss Diagnoses  4 R’s  

4 R’s  mandating acute dx/rx

• Rare

• Rapidly Progressive

• Remediable

• Really bad

> Spinal cord compression 

> Upper airway obstruction 

> Pericardial tamponade 



Don’t Miss Diagnoses  4 C’s 

4 C’s  serious consequence misses 

• Continuing exposures

• Contagious

• Chronically progressive

• Confusing 

> COVID 

> Carbon monoxide poisoning 

> TB  

> Occupational Asthma 



Examples of “Don’t Miss Diagnoses 

Schiff, Ch 10 Harrison’s Textbook of Medicine 2025 



Diagnosis is Currently 
an Open Loop System 

 

Water goes on the 
same time each day, 
regardless of whether 
it is raining or lawn is 
flooded 

3. Closed Loop Systems

Schiff  A J Med 2008
68
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55/338 (16%) → not improved 
of whom only 21 (38%)  

 had contacted any clinician  



Feedback –Key Role in Safety
• Structural commitment patient role to play
• Embodies/conveys message: uncertainty, caring, 

reassurance, access if needed  
• Allows deployment of test of time, more conservative 

diagnosis 
• Enables differential diagnosis
• Emphasizes that disease is dynamic 
• Reinforces culture of learning & improvement
• Illustrates how much disease is self limited
• Makes invisible missed diagnoses visible

71



Examples of Feedback Learning

Feeding back to upstream hospital 

 - Spinal epidural abscess

IVR follow-up post urgent care visit 

 - UAB project

Dedicated Dx Error M&M

Autopsy Feedback 

 - 7/32 MDs aware disseminated CMV

ED residents post admission tracking

Feedback to previous service

Tracking persistent mysteries

Chart correction by patients

Radiology/pathology

 - systematic second reviews

2nd opinion cases

 - Best Doctors dx changed

Linking lab and pharmacy data

 - to find signal of errors (missed ↑ TSH) 

Urgent care

 - call back f/up systems 

Malpractice

 - knock on the door



4. Health IT 
Clinical 

Documentation
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4. Health IT &  Clinical Documentation
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Clinical Documentation

CYA



Canvass for 

Your 
Assessment

Van Gogh: Self-Portrait in Front of the Easel

http://www.vangoghgallery.com/catalog/image/0522/Self-Portrait-in-Front-of-the-Easel.jpg


Canvass for

Your 
Assessment

-Differential Diagnosis
-Weighing Likelihoods
-Etiology 
-Urgency
-Degree of 
   certainty
-Follow-up 

 



Modified from NEJM Schiff & Bates  2010 



Modified from NEJM Schiff & Bates  2010 



JAMA 2023 





5. Working w/ Patients to 
CO-PRODUCE Diagnosis 



• Seek timely access/care 

• Reliable follow-up, continuity 

• Keen observer, reporter sx

• Proactive on test results

• Sharing hunches 

• Curiously reading on own

• Adhering w/ treatment 
empiric trial regimens

• Active as co-investigator 

• Co-grappling with Uncertainty

• Being patient: time & tests

• Recruiting family for support 

• Respecting limits on staff time, 
society resources

• Agreeing to disagree

• Help in building, maintaining 
trust and communication

• Getting involved with patient 
organizations

Key question is: 
What will it take at the provider and institutional end 
to support these roles and help them flourish? 84

Role for Patient 
In Minimizing and Preventing Diagnosis Error and Delay









Key Takeaway Messages

1. Diagnosis errors are frequent, important, and 
receiving increasingly attention

2. Venn Diagram conceptual model: Need to tease apart: 
process errors from misdiagnosis 

3. Diagnostic Process can be broken down into discrete 
but interacting steps, each vulnerable to errors and 
potentially amenable/ripe for improvement. 



Key Takeaway Messages

5. Five most promising areas for high leverage 
improvement

– Diagnostic culture transformation

– Learning from, anticipating, sharing errors, and pitfalls

– Closed loop systems: role/need and how to design 
integrating feedback loops for tests, referrals 

– Leveraging the EMR: taming the beast 

– Working with patients to co-produce diagnosis



3 Questions – Patient Care 

• 1. What else might this be?  

– Forcing a differential diagnosis to be made 

• 2. What doesn’t fit? 

– Making sure unexplained abnormal findings are not 
dismissed

• 3. What critical diagnosis are important not to miss ? 

– Injecting consideration of don’t miss, red flags, known 
pitfalls



3 Questions – System of Care

• 1.  Do we have reliable “closed loop” systems for 
tracking and following up sx, abnl labs or imaging, and 
important referrals ?

• 2. What is the culture of safety climate in our 
organization and office/clinic? 

• 3. How does EMR help vs. get in the way of efficient, 
timely, accurate, and fail safe diagnosis; and how can it 
be improved?
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Executive Summary pp. 2-18

• Schiff, Diagnosis: Reducing Errors and Improving Quality. Chapter 10 in 
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• El-Kareh et al, Use of Health IT to Reduce Diagnostic Errors. BMJ Quality and Safety 
in Healthcare. 2013

• Schiff, et al Characteristics of disease-specific and generic diagnostic pitfalls: JAMA 
Network Open (2022) .

• Phillips et al, Closing the Loop: Re-engineering the Assessment and Tracking of 
Symptoms in Primary Care. Journal of General Internal Medicine (2023) 

• Trowbridge, Teaching Clinical Reasoning.  ACP Teaching Medicine Series. ACP 2015.

• Singh, Connor, Dhalliwal. 5 Strategies to Advance Diagnostic Excellence. BMJ 2022

• Schiff, AI-Driven Clinical Documentation: Driving out the Chit-Chat?   NEJM 2025   

• AHRQ PSNet and Web M&M Cases:  www.psnet.ahrq.gov

http://www.psnet.ahrq.gov/


Quiz Question 1
 Which of the following is not true regarding diagnostic errors 

A. Diagnostic errors are the #1 type of error reported by patients 
and allegation in malpractice claims

B.  There are many types of failures in the diagnostic process that 
mostly do not result in patient harm or even misdiagnosis. 

C.  More important than “making” the exact right diagnosis 
initially is creating safety nets to ensure reliable follow-up, 
particularly in the patient is not responding or improving as 
expected. 

D. Making sure patients do not interfere with clinicians thinking 
and making the correct diagnosis is a good strategy for 
preventing misdiagnosis. 
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Quiz Question 2 
Which of the following are not ways that EMRs 

can be leveraged to improve diagnosis and decrease errors

A. Provide a space to craft and share a narrative assessment, 
including differential diagnosis, degree of certainty, and 
contingency plan

B. Hard-wire delivery, acknowledgement and tracking of key lab 
results and referrals 

C. Produce comprehensive, lengthy notes, to document extensive 
review of system questions that are copy and pasted from 
preceding visits and others’ notes for billing and defensive 
medicine purpose

D. Facilitate easy access to reference material so that clinicians can 
more easily look up information 

E. Aid in calculating post-test likelihood of various diseases using 
sensitivity, specificity and pre-test likelihood of that disease 
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Contact information 

Gschiff@bwh.Harvard.edu

Encourage you to send questions, feedback or 
request more information  

mailto:Gschiff@bwh.Harvard.edu
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